Privacy Policy Training Summary
Required Training For Who?

All Veterans Health Administration (VHA) employees, including volunteers, medical residents, students, and contractors are required to receive annual training on the safeguards in place at the VA for protecting patient privacy , even if you may not have direct patient contact responsibilities.

Purpose and Background:

In 1996, Congress passed the Health Information Portability and Accountability Act (HIPAA). On December 28, 2000, Health & Human Services Department (HHS) published the final rule for Standards for Privacy of Individually Identifiable Health Information, known as the HIPAA Privacy Rule.  
This is required training for all VA employees and volunteers; as well as all private sector healthcare industry employees and volunteers nationwide. 

What does HIPAA mean?
HIPAA protects your individual health information when it is maintained or transmitted electronically, in written format, or communicated verbally.  Volunteers need to know that all information that identifies an individual as a patient and other related health information is to ne treated as “strictly confidential”. It is important for all volunteers to safeguard any patient health information you may come across in the course of your duties.  The safeguards and extensive legislation that have now been put in place by HIPAA are designed to safeguard confidential health information, as the healthcare industry increasingly relies on computers for processing health care transactions.

The VA must establish procedures to protect the confidentiality, integrity, and availability of protected patient health information. All volunteers and employees need to be familiar with the VA Privacy Policies and HIPAA safeguards designed to protect patient health information.

Volunteers, as “without compensation employees”, are subject to the provisions of the Privacy Act of 1974, Public Law 93-579, and the VA regulations that implement this law.  Accordingly, volunteers must assist VA staff in safeguarding the privacy of patient information they might receive during the course of their duties in their volunteer assignment. Unlawful release of such information could result in prosecution in a court of law and the imposition of a substantial fine.

As a Volunteer, What Do I Need to Know About HIPAA?
Protected Health Information (PHI) must be kept confidential.  PHI consists of the following:

· Individually Identifiable Information (i.e. name, Social Security number, health information, etc.)

· Demographic Information (i.e. address, phone, age, gender, etc.)

· This information can be in any form (verbal, written, electronic)

As a volunteer, you are required to keep all PHI strictly confidential that you may encounter in the course of your assigned volunteer duties.  Here are some requirements:

· No talking in public areas about Protected Health Information as listed above

· Keep PHI out of public areas.  (i.e. elevators, stairways, open areas, etc.)

· Secure any records you may be working with before walking away

· No discussing with anyone, inside or outside the hospital, any PHI you may learn while carrying out your assigned duties as a volunteer.

Possible Outcomes For Not Complying With HIPAA Privacy Policy:
· Organization specific sanctions (i.e. lawsuits, not receiving accreditation)

· Right of Privacy Policy violation victim to file a complaint will be exercised

· Civil and criminal penalties for HIPAA Privacy Policy violators

· Fines up to $ 50,000 and or imprisonment

Summary:
All volunteers must be responsible for safeguarding Protected Health Information (PHI). As a volunteer with the Lexington VA Medical Center, you have a responsibility to keep all patient information, learned in the course of your duties, confidential and secure.  Do not discuss any PHI discovered in the course of your assignment with anyone.  Remember that you would want your personal information and health records treated in the same confidential, professional manner.

As a volunteer, take pride and ownership in the fact that your organization is concerned about privacy and recognizes its importance in providing quality healthcare.

